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MARIADB SECURITY HARDENING SYSTEMD SELINUX

CYBERSEC MARIADB — ROUND 2: ADVANCED HARDENING
5 layers of defense — init_file + LUKS + systemd + chattr + SELinux

init_file LUKS systemd chattr +i SELinux
Auto-restore secure Full filesystem PrivateMounts Config files Custom policy
config on restart encryption at rest ProtectSystem=strict immutable Kernel-level MAC
Lock accounts, revoke TPM / Vault for keys NoNewPrivileges Even root blocked sec_custom_path_t

LAYERED DEFENSE — each layer increases attack cost
Layer 1: Runtime restore Layer 2: At-rest encryption Layer 3: Process isolation Layer 4: Immutability

Layer 5: Mandatory access control at kernel level
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init_file: 1Joge 1Jyelpw

swst JI lJewgs, init file lJelye «- MariaDB / MySQL wzoss pdwd SQL glJss gvswe

oo wddlssleos ws wuvesd [Jebe. lool bls $ess JJwuedw:

[mysqld]
init file = /etc/mysql/conf.d/init_security.sql

&> stwes ldpdwd init security.sql gdes:

-- Désactiver les comptes par défaut
ALTER USER 'root'@'localhost' ACCOUNT LOCK;

-- Révoquer les privileges excessifs



REVOKE ALL PRIVILEGES ON *.* FROM 'app user'@'s';
GRANT SELECT, INSERT, UPDATE, DELETE ON app db.* TO 'app user'@'s';

-- Supprimer les bases de test
DROP DATABASE IF EXISTS test;

-- Activer 1'audit

INSTALL SONAME 'server audit';
SET GLOBAL server audit logging = ON;
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# Créer un volume chiffré LUKS pour le datadir

cryptsetup luksFormat /dev/sdbl

cryptsetup luksOpen /dev/sdbl mariadb data

mkfs.ext4 /dev/mapper/mariadb _data
mount /dev/mapper/mariadb data /var/lib/mysql
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systemd: poJous lJlgsble 1Jle,lyase gPrivateMounts
spJdu wdsss pdJwd MariaDBunit systemd wgass by é:
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[Service]

ExecStart=/usr/sbin/mariadbd --defaults-file=/etc/mysql/mariadb.cnf

S§2s wrasy --defaults-file |Js pug MariaDB ey §)lss pdidle |Jodgso IJiOd (peod pdud
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[Servicel]

PrivateMounts=yes

ProtectHome=yes

ProtectSystem=strict

ReadWritePaths=/var/lib/mysql /var/run/mysqld /tmp
NoNewPrivileges=yes

PrivateTmp=yes

PrivateMounts=yes: s,s MariaDB pwlzs lpwe |[Jowose |Jglges wo. wiss)lo ldogesd
lJes wp lolsel wsluwbs IJepdsle IUlEs ts, posss.

ProtectHome=yes: |J>JsJ /home ¢, dled Jdsuesd-

ProtectSystem=strict: yLle |JpJile JJE)lss b lpwowpls lJegwble |Jpunest wol
cuwdd weust

NoNewPrivileges=yes: J| spJu Jepdss MariaDB |Jzyesd eJs lewshile gasss (Ul sero
PEIS3).

PrivateTmp=yes: MariaDB Jo /tmp |Je& jsd |JEloe wo.
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# Rendre le fichier de configuration immutable
chattr +i /etc/mysql/mariadb.cnf
chattr +i /etc/mysql/conf.d/init security.sql

# Vérifier
lsattr /etc/mysql/mariadb.cnf
#o----i-------- e-- /etc/mysql/mariadb.cnf
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chattr -i /etc/mysql/mariadb.cnf
# ... modifier le fichier ...
chattr +i /etc/mysql/mariadb.cnf

systemctl restart mariadb

SELinux: |Jguslgule |Jeegoged
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# Définir un type pour les fichiers de configuration sensibles
semanage fcontext -a -t sec custom path t "/etc/mysqgl/conf.d(/.*)?"

restorecon -Rv /etc/mysql/conf.d/
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# mariadb custom.te

module mariadb custom 1.0;

require {
type mysqld t;
type sec_custom path t;

class file { read open getattr };

# MariaDB peut lire les configs mais pas les modifier
allow mysqld t sec custom path t:file { read open getattr };

# Pas d'écriture autorisée sur les configs

CLPSE IT S
checkmodule -M -m -o mariadb_custom.mod mariadb custom.te

semodule package -o mariadb _custom.pp -m mariadb_custom.mod

semodule -i mariadb custom.pp
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